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Abstract

In this paper, we present an adaptive leader-follower formation control strategy using neural networks (NN) for a category
of second-order nonlinear Multi-Agent Systems with unmodeled dynamics, this approach tackles the complexities arising from
sensor and actuator disruptions. Second-order formation control involves the simultaneous regulation of both the positions
and velocities of multiple agents in a formation, which inherently introduces additional complexity compared to first-order
control. The primary objective is to achieve asymptotic consensus among control system while significantly reducing inter-
agent communication and ensuring security against sensor and actuator attacks. The suggested control technique achieves the
necessary leader-follower formation through the utilization of Lyapunov stability analysis to ensure that all system errors stay
contained inside ultimate boundedness that is semi-global and uniform even under difficult circumstances. Finally, numerical
simulations further validate the robustness and effectiveness of the control framework, demonstrating successful formation
control despite sensor and actuator attacks.

Keywords: Adaptive neural network, multi-Agent System (MAS), Lyapunov stability, sensor and actuator attack, framework
for leader-follower, second-order nonlinear dynamics.
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1. Preliminaries

Formation control plays a vital role in the coordinated management of multi-agent systems (MAS),
largely due to its extensive range of real-world applications [1, 10, 17]. MAS comprises multiple intelli-
gent agents that interact to create sophisticated group behaviors by sharing information within their local
networks. A key focus in formation control is developing robust control protocols that enable agents to
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reach and maintain specified geometric configurations necessary for accomplishing specific tasks. Among
the diverse approaches to formation control in (MAS), the leader-follower strategy [4] has emerged as a
widely favored method. This approach is valued for its straightforward design, dependable performance,
and ease of scalability making it a popular and effective choice for researchers and practitioners. More
recently, neighbor-based formation control methods [7] have gained traction. These approaches enhance
efficiency by requiring each agent to communicate with only a few nearby agents, reducing overall com-
munication needs while maintaining effective coordination. In recent years, considerable research has
focused on identifying and addressing the vulnerabilities of networked multi-agent systems in the pres-
ence of diverse cyber threats. These threats include denial-of-service (DoS) attacks [9], which aim to
overwhelm the system to hinder normal operations; replay attacks, where attackers maliciously resend
authentic messages; false-data injection (FDI) attacks [14], designed to introduce deceptive information;
and camouflage attacks, which mask malicious actions as standard operational behavior. Among these,
sensor and actuator attacks [19], stand out as a particularly subtle and dangerous type of threat. Numer-
ous fractional-order (non-integer order) systems still exist in nature and engineering applications [3, 18],
primarily due to the inherent material properties of physical systems and other complex characteristics
[5, 15]. Examples include bacteria and other microorganisms in aquatic ecosystems, as well as unmanned
aerial vehicles operating in environments with high spatial complexity.

Malicious cyber-physical assaults pose significant obstacles to MAS [6], jeopardizing system depend-
ability. Senor and physical assaults are especially pernicious because they enable adversaries to introduce
hidden flaws, using agent cooperation and trust to manipulate the system’s operation. The challenge is
made worse by DoS [8], a problem in real-world MAS because they prevent the exact sharing of infor-
mation needed for coordinated control. A backstepping-based approach incorporates a single parameter
learning method for simplified design, leveraging neural networks to address the unknown dynamics
in MAS while ensuring resilience to sensor attacks and actuator faults [12]. Agents exhibit behavior
governed by non-linear functions, which are either well-defined or satisfy a Lipschitz-type condition to
ensure specific smoothness characteristics. Recently, there has been significant progress in developing
adaptive consensus methods for non-linear systems, utilizing neural networks (NN) [13] to harness their
capacity for managing complex, uncertain interactions. These advanced approaches aim to help agents
reach consensus or shared objectives, even amidst the challenges of non-linear dynamics.

Taking distributed cyber-attack detection methods into consideration, this study addresses these is-
sues by proposing a robust adaptive formation control [11] approach for non-linear multi-agent systems
having double-integral unknowing dynamics. Utilizing neural networks (NNs) versatility, the approach
successfully tackles the unidentified dynamics while integrating a strong framework to manage time
delays and lessen the impact of vicious attackers. A numerical simulation demonstrates the suggested
method’s capacity to sustain robust formation control in the face of deception assaults and actuator faults
based on single parameter.

To address the cyber attacks complex-valued neural networks (CVNNSs) using an event-triggered (ET)
approach is used to Secure Communication Protocols [16], ensure that the information shared between
agents remains accurate and trustworthy, thereby preventing malicious agents from introducing deceptive
data into the system. Additionally, Robust Control Techniques are applied to create control laws capable
of maintaining system stability despite the presence of compromised agents. By incorporating these
approaches into the adaptive formation control method, the system becomes more resilient to cyber-
attacks, while sustaining its performance and stability. This research [2] investigates a leader-follower
MAS subjected to communication failures due to sensor and actuator attack. To address these challenges,
introduce a robust consensus protocol using neural network. The proposed controller is designed to
mitigate the effects of sensor and actuator attacks, enabling the followers to effectively track the virtual
leader’s behavior.

This study presents a novel adaptive formation control technique that combines targeted methods with
neural network-based approximation to handle cyber-attacks. The approach’s efficacy in accomplishing
intended formation objectives despite these obstacles is demonstrated through numerical simulations.
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The following are this study’s main contributions.

1) We propose a formation control framework for a second-order nonlinear multi-agent system, with
stability validated through the Lyapunov stability theorem. This approach is designed to maintain
system stability even when faced with sensor and actuator attacks.

2) The core methodology uses adaptive neural network approximation to accurately compensate for un-
known nonlinear dynamics. This technique mitigates uncertainties that often affect the stability of
multi-agent systems, thus improving their reliability and overall performance.

The content is structured as follows. Section 1 presents the research background and key challenges
tackled in this work. Section 2 outlines fundamental concepts, covering neural networks, graph theory,
and essential lemmas. Section 3 describes the system model, the design of the control protocol, and
supporting theoretical proofs. Section 4 offers a simulation example to demonstrate the effectiveness of
the proposed approach. Section 5 offers a concise overview of the key findings and proposes potential
avenues for future exploration. Figure 1 illustrates the detailed content architecture, detailing its structure
and components.
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Figure 1: Procedural flow and system workflow diagram.

2. Fundamental concepts

2.1. Neural network

It has been shown that neural networks (NNs) can estimate universal functions. Providing a contin-
uous function ¢(p) : R™ x R™, the function over a compact set \V can be approximated by NN in the
following form:

d(p) =G'Q(p),

where the weight matrix with neuron number ¢ is G € R**™ and Q(p) = [qip, ..., qcp]T is the vector

. . (p—ve) T (0-va) T . .
of basis function q—1,...,¢c(p)= E~ . , Vo = [Va1,...,Vam] the center of receptive field. The

ideal neural weight G* € IR®*™ for the continuous function ¢(p) is defined as

G* ;:argGIGIEn {SUPHCI)( ) — Q(P)H}

pev
in order to rewrite ¢(p) as
$(8) = G*TQ(p) +(p),

where the approximation error is represented by ¢(p) € R™ and there exists a constant r that is positive
so [le(p)]| <
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The optimal NN weight G* aims to guarantee the smallest possible difference between GTQ(p) and
¢(p). However, it is merely an "artificial" quantity for a survey, it is not feasible to utilize it as a basis for
developing the control scheme directly. Instead, the actual control is generally formulated using estimates
obtained through adaptive tuning.

2.2. Graph theory

The interconnected graph considered in this research pertains to the studied multi-agent framework
is an undirected connected graph E = (O, D, (), where D = {1,2,...,m} is the label set of all nodes,
¢ € D x D is the edge set, and O = [o4p] € R™*™ is the adjacency matrix, with an entry o,pg > 0
indicating the interaction weight shared between agents « and (3. The neighbor of node « is considered to
be node f3 if the edge x«p holds x«p = (o, B) € C the adjacency element o4p =1 and Ax = { | («, B) € ¢}
indicates the neighbor label set. Assuming x.p ¢ (, then oyg = 0 the graph E can be referred to
undirected graph whether matrix B adjacency elements meet the requirement oqg = 0qp, &, =1,...,m
implying that xop € ¢ <= Xu«p € (. When there is an undirected path (&, «1),..., (x«, B), for any
two distinguishable nodes « and 3, consequently, the graph without a direction E is regarded as linked.
Laplacian matrix by which graph E is connected is,

m m
Y = diag (Z 015,...,2 onﬁ) -0,
B=1

B=1
S = diag{s1, ..., Sm} is the matrix that describes the communication weights across agents and the leader.

s« = 1 if the agent « is able to link with the leader, s = 0 otherwise. While sy + - 4+ sy > 1, the leader
must be associated with a minimum of one agent.

2.3. Auxiliary lemmas
Lemma 2.1. The irreducibility of the Laplacian matrix of an undirected graph Z is an essential and adequate
requirement for its connectivity.

Lemma 2.2. Consider an irreducible matrix ¥ = [lqpg] € R™ ™ whereby lop = lop < 0 and lyo =
bii+s1 -+ bim
— Zglzl Lop. Then, all of the eigenvalues of Y = : : are positive, where si,...,Sm
eml Ce gmm + Sm

are non negative constants stipulated that s1+ - - -+ sy > 0.

Lemma 2.3. When C1(p) = ClT(p) and Cy(p) = CZT(p), the matrix inequality that

Ci(p) GCs(p)
[«:g (p) Cz(P)] >0,

applies to any of the two inequalities listed below, at least one of the conditions must be met.

1) Ci(p) >0, Ca(p) —C3 (p)C; ' (p)C3(p) > O;
2) Ca(p) >0, Ci(p) — C3(p)C; ' (p)C5 (p) > 0.
Lemma 2.4. The initial condition of the continuous function M(t) > 0 is bounded. The following inequalities

can be preserved when this condition occurs M(t) < —gM(t) + s, whereas g and s are two positive constants are
present.

M(t) < M(0)e 9t + 3(1 _ ey,

3. Important results

3.1. Formulation of the problem
An overview of this double integral dynamics model of a non-linear multi-agent system that includes
m agents,
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d d

7poc(t) = qcx(t)z aqoc

T (t) = ha + 05Aha + da(pa +05AP%, o +05Aq%), «=1,...,m. (3.1

The position state is described as p«(t) = [pod,...,pom]T € R™ while the velocity state is q«(t) =

[qod, .., qom] T € R™. We assume that the attacker has access to the agent communication channels, and
it can change the actuator and sensor channels data of the agents. The system output is transmitted to the
controller through the sensor channel. An attacker can compromise this channel by injecting false data,
effectively altering the sensor readings. Assuming the system state is measurable through the sensor, the
attack on the sensor channel can be mathematically modeled as

Poa =Pa+05APx, Gu = qa +05Aqq,

where P, and §« are indicating the corrupted sensor data of position and velocity, respectively. 85, is a
binary variable indicating the presence of an attack on sensor channel (63 = 1 when there is an attack
on sensor channel 8, = 0 otherwise). Apy and Aq, denote attack signals injected into the position and
velocity data, respectively. Each agent transmits its control input to the plant via the actuator channel.
However, this channel is susceptible to attacks, where an adversary can manipulate the transmitted control
input by injecting malicious signals. The attack on the actuator channel can be rigorously modeled as

Rlo = ho 4 06%Ah,,

where hy represents corrupted control input. 8¢ is a binary indicator of the attack state (§¢ = 0 when
actuator channel is attack free and 8§ = 1 when the channel is under attack). The undefined non-linear
dynamic function is ¢(-) € R™. The following dynamics, which are seen as independent leader agents,
describe the required reference signals as

d d

PO =al, a = &), (32)

where the reference position is denoted by p € R™, while the reference velocity is § € R™, and the smooth
bounded function is &(-) € R™. The attack scenario is described in Figure 2.

@
~Agent ——— Sensor

Agent 1
/ \{ Actuator

\J\ y =
o 7 Agent 3 . B .‘\;
Controller

Agent 4

Figure 2: The leader-following MASs subjected to sensor and actuator attacks.
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Definition 3.1. In the event the system’s results (3.1) involving multiple agents be determined, the second-
order leader-follower formation is accomplished, and fulfill the following conditions lim_,« [P (t) —
Palt) —wull = 0, im0 (1§ (t) — q(t)]| = 0, « = 1,...,m. The desired location of the agent « is
demonstrated through the constant vector wy = [wod, .., wom] T € R™.

Objective of control. The objective is to develop an adaptive control method to facilitate formation in
nonlinear multi-agent systems (3.1), ensuring that when the sensor and actuator assaults alter the states of
the agents, all deviation indicators maintain their ultimate boundedness that is semi-global and uniform.
Despite the interfering assaults, the system develops second-order leader-follower relationships.

3.2. Designing the control scheme

Transformations of coordinates should be represented by
Npo(t) =poa+05APpx(t) = P(t) —wo, Ngult) =qu+05Aqx(t)—q(t), «=1,...,m. (3.3)

The error dynamics that follow are generated by (3.1) and (3.2)

d
axpa(t) = chx(t)/
d a s s (3.4)
axqoc(t) = hoc(t) + 50¢Ahcx + (boc(ch + 50¢Apou qo + 50¢Aqoc) - E(t)/
k=1,...,m.

The following rewriting of error dynamics (3.4) is necessary to make it simpler

d _ Ng(t)
G = ) 1 59AR 4 DR 4 5AN) — (1) @1, |7 (3.5)

in which X(t) = [Ng(t),xg(t)f € R’>™™ when Np(t) = [Xgl(t),...,xgm(t)]T € R™™ while Ng(t) =

T

(}I 0, x 1] e R™, h = [b],...,h]]" € R™, and @(X +§°AK) = [¢],...,¢%]" € R™"

T . o .
1m = [1, ..l 1} € R™, 8 and &° are binary attack indicators for sensor and actuator, respectively, and ®
is Kronecker product. Define the formation discrepancies in terms of position and velocity as

epalt) = D Mg (Palt) —wa —Pplt) + wp) + da (Palt) —Pt) — wa),
leAy

epalt) = D Mg (Galt) —dp(t) + da (Galt) —q(t), (3.6)
leAx
a=1,...,m.

In this context np and s, denote element of O and S matrices, Subsection 2.2 with A, represents the
neighbor labels for agent . Using (3.3) and (3.6), we can re-express the formation error terms as

€qlx(t) = Z ncxﬁ(xpa(t) - xpﬁ(t)) + docxpoc(t);
BeEAx

€qm(t) = Z nocﬁ(xqoc(t)_xqﬁ(t))‘f‘dcqua(t)/
BeAx
a=1,...,m.

For the unknown nonlinear function ¢« (P, G«) (3.5), consider a compact set O C R?™, for [ﬁl, qL] T €

O4. To incorporate the sensor and actuator attacks the expression of ¢« (P«, d«) under the attack would
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be modified to include an adversarial impact. The function can be approximated by an NN model,
yielding as
Po(Poc, Gar) = G5 QuelPaclt), Auc(t) + £ (Px(t), Aue(1)), (37)

consider the ideal neural weight matrix G} € R®**™ with neuron number cy and corresponding basis
function vector Q« (P, G«) € R with approximation error €4 (P«, ) bounded by ||e«(Pa(t), u(t)] <
Y&, Where v is a predetermined constants. (3.7), the optimal matrix of weight G} can be expressed as
a constant that is not known, creating challenges to implement in practical control designs. To overcome
this limitation, we replace the ideal neural network weight G* with the estimated weight G4(t). The
general formation control is subsequently formulated using this estimation as follows

hoc(t) = hn(t) + ha(t) + hr(t)/

where hy(t) = —0p€pa — 0g€qq is the nominal controller that handles the standard tracking. o, >
0,04 > 0 are two design constants. hq(t) = —Go"Qu(Pult), dult) is adaptive component to handle
unknown system non-linearities using neural networks. h.(t) = k;€q(t) is robust term, which counters
the actuator attack and directly impacts the control input, where k; is a robust gain. The complete control
law under sensor and actuator attack becomes

A

ha(t) = —opepalt) —oqeq. (t) — GL(t) X Qu(Poa ) — Kr€qa, a=1,...,m. (3.8)

In which G, € RS=*™ is the approximate value of G%. By introducing an adversarial disturbance in the
sensor and actuator channel, it affects the nonlinear dynamics. Even when adversarial interruptions occur,
control robustness is maintained by incorporating this change. In order to tune G(t), the NN updating
law is as follows

%Goc(t) =T« (Qa(ﬁou qoc)(epoc(t) + €qoc(t))T _Tocéoc(t)> , oa=1,...,m, (3.9)

where the design constant is T« > 0 while the positive definite constant matrix is I, € R¢x*«,

Observation 1. In the control law described in (3.8) the terms related to the position and velocity errors
are formulated as specified in (3.6). These error terms are incorporated to ensure effective compensation
for deviations in both positional and velocity dynamics, facilitating the system’s adherence to the desired
formation trajectory, and expertly designed to enable the agents within the network to successfully achieve
their objectives. The neural network expression Gl(t) Qu(P«, du) plays a crucial role in compensating for
unknown dynamics by dynamically tuning the neural network weight G,(t) with sensor and actuator
attacks according to the updating law (3.9). This means an adversary can influence how the system
operates. Adding false data in the agents also makes it harder to keep the formation stable. This unique
control strategy addresses formation management in intricate second-rank nonlinear structures.

3.3. Proof-based conjecture

Conjecture 1. The nonlinear dynamics of a second-order agent-based system described in (3.1) operates
under an undirected connected graph E and maintains bounded initial conditions. By implementing
the adaptive formation control law (3.8), the neural network weight updating rule (3.9), and selecting
the design constants o}, and o, the desired formation can be achieved. Furthermore, incorporating
sensor and actuator attack into the nonlinear dynamics introduces significant challenges in the state. This
approach enables a robust evaluation of control performance ensuring resilient system operation. The
control objectives are achieved for a sufficiently smooth movement trajectory,

1 1 1
op>1, og>1l-+—+——, O0p+0gq>——. 3.10
" ) 2 Z(Grnin)z " ! I‘Liﬂ. ( )

Let G:flm denote the smallest matrix’s eigenvalue Y. This will lead to the achievement of the intended

control goals.



N. Igbal, et al., J. Math. Computer Sci., 40 (2026), 353-367 360

1. Each error will be semi-globally uniformly ultimately bounded.
2. Even with sensor and actuator assault, the multi-agent creation will be effectively maintained with
uniform reference trajectories.

Proof. We select the following Lyapunov function candidate

1ot ([(op + 07T T T ATl

M(t) = S X (1) 7 7| ®In xR+ Y T{GLH)YL Gult)}.

It is definitely positive. The following outcome is achieved when the design parameters fulfill the
condition (3.10), where ¥ =Y +1TT by Lemma 2.2, positive definiteness of the symmetrical matrix Y
is verified. The following result is assured as long as the design parameters meet condition (3.10),
(op +0q) YT —7T > 0. Consequently, the matrix [ (op +$ o TY ¥ ] is also positive definite, as indicated
by Lemma 2.3. Therefore, the function M(t) can be regarded as a candidate for a Lyapunov function. The

time derivative of J{(t) concerning the dynamics described in (3.5) and (3.9) is given by

d (op +04)YY T N (t)
= NT(”([ Ty Y]®I > [(t)+6aAh+<D(2<q—|—6SA2<)—&(t)@lm]
. (3.11)
+ ) T {11 (QuiPar dw) X (epalt) + eqalt) —Tabalt)) }.
a=1

Given that ep( ) = T, (t) and eq(t) = TX(t), where €, (t) = [egl(t),...,egm(t)]T € R™", eq(t) =
T

e ql(t ()] € R™" and Ah(t) = [Ahy " (t), Ahy'(t) - AhmT(t)]T represents the actuator at-
tack Vector so (3 11) can be reformulated accordingly
d _ T T4 T T Nq(t)
a1V = [lop +oq)ep (Y + et ep (V) + eq (U] [y | senn 1 o+ 5°A%) — £(1) 9 1,
m (3.12)
+ 3 T {GL) (QalPas da) x (epalt) + eqalt) —Tabi(t) }.
=1
After straightforward steps, the following expression can be derived from (3.12):
d m
M) = D ((op +0q)epaltheqalt) + €fq(t) x Rgu(t))
a=1
+) +el (1) X (ha +8%Aha + du(Po, Gu) — E(1)) (3.13)

+ i T {Gl(t) (Q«x(ﬁa, o) X (epalt) +eqalt))’ —Taé(x(t)>} .
a=1

By substituting the neural network approximation from (3.7) and the controller from (3.8) into (3.13), we
obtain the following result

m

=Y ((op+0q)epa(t)eqalt) + eg“(t)t{qa(t)) + Z (epa(t) +eda(t)) (—opep, (B)
x=1
_O'qeqa( )+50¢Ahoc_|<r€qoc ( )Qu (P )+G*Tro( do) +ex(Pasqu) (3.14)

+ i Tr {Gl(t) (ro(f)ou o) % (epalt) +eqa(t))’ f’taéa(t)>} .
a=1
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Considering the equation G4 (t) = Gu(t) — G¥, the following is an alternative expression for (3.14):

%M(t) =—) opelatlepalt) = ) o x el (Weqult) = D (efa(t) + el (t)) X Kreqalt)
=1 =1 x=1

=1 a=1
+ ) (efalt)+edalt)) X ealPasba) — ) (epalt) + el (1)) x (£(1) (3.15)
=1 x=1
+ ) (efalt) +ela(t)) x88ANe — Y Tp{ta x GL()Ga(t)}
=1 =1
+ 3 T {GLHQk(Pa da) % (eha(t) + el (1)}
a=1

Based on the properties of the trace operation, we have ulv =T (w") =T, (vu"), vu,v € RP, which leads
to the following conclusion

(epalt) + eqalt) GLOQu(Pa Ga) = Tr { GLOQU(Pa, ) (epalt) +eqalt)T}.  (316)
By applying (3.16), the following is a modification of (3.15):

%M(t) > opel (tepalt) = D 0q x el (teqalt)
x=1 a=1
+ ) el (ONqa(t)+ D (e, (1) +el () ex(Po da)
xl =t . (3.17)
— Y (epalt)+ela®) xEB) + ) (efo(t) + el (1) x 83AN,
a=1 a=1
=Y () +elalt)) x kreqalt) = ) T {taGL1)G(t)}.
x=1 a=1

The following outcomes can be obtained via Young'’s inequality and the Cauchy-Bunyakovsky-Schwarz
inequality:

Bal8qalt) < 5 eha(tlequ(t) + 3R T (DX qa(t), (epalt) + equ(t) calPe, @)
< Sehatepalt) + seha(tequ(t) + ea(Pa Aol (epalt) + e (1)) £
< %ega(t)ep(x(t)—i—%ega( teqal(t) + £ (epalt) + egalt)) 85AN, (3.18)
< Sehalepalt) + 3ehy(teqalt) + [53ARI2 (eha(t) + ehalt) kreqalt
1 T

1
< epaltlepalt) + Segalt)eqnlt) + HKreqa(t)Hz.

By inserting the inequalities from (3.18) into (3.17), the following results obtained
d T (op —DTY 0 - “T A
st < xf ([T D et X - YT (raGLGa)
ax=1
m (3.19)
+ ) llealPar ga) 17+l ED)* + ]85 AR [ + 1l kreqult)]*.

=1
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A

By applying the relation G(t) = G«(t) — G%, the resulting equation can be derived
T, {1 G (1) }_ =T {Ga(t) }+ T {GL()Gu(t)} — > {6i'Gr}. (320

Let V(t) denote a combined bound term defined as the sum of all relevant bounded quantities arising
from disturbance approximation error, and adaptive estimation, used in the Lyapunov-based inequality.
V) = Y0 5T GG} + X lew(Pas a)P + nlEL)[2 + 183 ARG | + ke qa (t)[2 By substi-
tuting (3.20) into (3.19) we obtain the following result

d (o, — 1YY 0
) < xT(t)q "0 (aq—1;)W—;IJ®Im> R(t) = T {Ga(t)Ga(t)} + V(1)

Since all the component of V(t) are bounded, there exist a constant o such that ||V(t)|| < d;. Let 67,
(op — 1YY 0 L
[ 0 (04 —13) 77— 11, ) 4P

represent the smallest value of the matrix’s eigen spectrum rnax

op + ({q)YTY‘

—1
7 7| and Sﬂﬁix be the maximum

express the largest value in the matrix’s eigen spectrum [(

eigenvalue of I';'!. From (3.18) the following can be derived

09. 1 — - -
D) <~ Sminger gy ([p 9T T oy V-1 Y o (6T 0G0} s (321)
dt e}nax Y Y 2 eroc
a=1 Ymax
Define g as the minimum eigenvalue of g = min{ g{%‘m, :11 ceey Tr“jl } so the inequality (3.21) becomes
max emlax Tmna1x
d
aM(t) < —gM(t) +s. (3.22)

By applying Lemma 2.4 to (3.22), the following inequality can be obtained

M(t) < e 9UM(0) + 3 (1—e9Y).

Based on the inequality provided, it can be demonstrated that, first, the errors N, (t), Nq«(t), G(t), and
o = 1,...,n are characterized as Semi-Globally Uniformly Ultimately Bounded (SGUUB). This is true
even in the presence of the sensor and the actuator attack which impact both the system’s dynamics and
the control law. Consequently, the system exhibits stability despite adversarial disturbances. Second, the
tracking errors Ny« (t) and Ng(t) can attain the desired accuracy through the appropriate selection of
sufficiently large design parameters. This implies that the multi-agent formation can still be successfully
realized in the context of the sensor and actuator attacks, provided that the design constants are suitably
chosen to address these challenges. Overall, the formation control protocol is resilient to sensor and
actuator attacks while ensuring the desired tracking performance is achieved. O

4. Simulation

To validate the effectiveness of the proposed control strategy against sensor and actuator attacks,
numerical simulations are performed in a 2-D plane using MATLAB. A system consisting of four agents
functions on a two-dimensional plane is outlined as below:

d iq( ) poc1+poccosz(poc1/qocl)

—pal(t) = t), t) = ha(t) + 05Ah + . , «=1,23,4,
dtp‘x( ) qoc( ) dt ‘X( ) x * qocZJF(pocSlnz(pocZI qoc2)
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where py(t) = [pcxl,chz], qu(t) = [qal,qcxz], 0$ =1 and Ahy = 0.5. The values of py for x =1,2,3,4
are set to —0.25,0.3,—0.2, and 0.1, respectively, and the values of @« for « = 1,2,3,4 are 0.3,0.1, 0.8,
and —0.6, respectively. The starting positions are as follows py—1234(0) = [3,3] T [—3,-3] T [2.5,—2.5] T
[—2.5,2.5] T, respectively. The desired trajectory for the formation movement is defined by the following
dynamic function, with starting values p(0) = [0, O} T,

d d

Efa(t) =q(t), aq(t) = [3cos(0.3t),3sin(0.3t)] .

The following are the reference signals and the required relative locations for the agents wy =1,2,3,4 =
[1.5,1.5]T,[1.5,—1.5]T,[-1.5,1.5]T, [-1.5,—1.5]T. According to Figure 3 the adjacency matrix describes the

Figure 3: Communication topology.

connections between agents O given by

0 12 14 0
o_ |12 0 16 0

~ |14 16 0 15|’
0 0 15 0

while the communication links between the agents and the leader are characterized by the diagonal matrix
S, defined as S = diag(1,0,0,0), showing that only agent 1 receives direct information from the leader.
The formation control approach obtained from (3.8) establishes the design parameters based on the
control situations in (3.10) that o, = 10 and o4 = 25. With 12 neurons in the neural network configuration,
the centers are uniformly spaced from -3 and 3. In (3.9), the design parameters are defined by the update
rule Yo = 0712 for « = 1,2,3,4 and 14 = 0.25 for the same indices, while the initial weights are set
as Go(:1,2,3,4(0) = [0.3]12x2. The simulation results are further detailed in Figures 4 and 5, which visually
depict the agents’ trajectories q«1 and q«2 are expected to converge to the desired trajectory over time. In
Figures 6 and 7 the position and velocity error (€, €4) plots reveal persistent deviations caused by sensor
and actuator attacks, emphasizing the need for robust control strategies and mitigation mechanisms to
ensure system stability and resilience under adverse conditions. In Figure 8 solid lines represent the error
for the first component and the dashed line represents the error for the second component of position
and velocity of each agent based on control law (3.8). The position graph Figure 9 tracks the evolution
of each agent’s trajectory, showing how their positions adapt over time to converge toward desired path
under the influence of controller and the velocity graph highlighting how agents adjust their speed to
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align with desired motion despite disturbances. Figure 10 reflects consistent performance by showing
that the NN weights stay within the defined limits. These figures highlight the system’s reliability and
efficiency across different operational scenarios. The simulation results demonstrate that the proposed
formation control method is both reliable and effective in meeting the desired control objectives.

——Agent1 —— Agent2 —— Agent 3 —— Agent 4 — — Desired Velocity

3

Velocity Component (g _,)

0 5 10 15 20 25 30 35 40 45 50
Time (s)

Figure 4: Accurate tracking of velocity for the initial coordinate is essential for achieving precise results.

——Agent1 ——— Agent2 —— Agent 3 —— Agent 4 — — Desired Velocity

4

Velocity Component (q )

0 5 10 15 20 25 30 35 40 45 50
Time (s)

Figure 5: Accurate tracking of velocity for the second coordinate is essential for achieving precise results.
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(a) Sensor attack on position error. (b) Sensor attack on velocity error.

Figure 6: Position and velocity error dynamics under sensor attack without controller.
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Position Error
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(a) Actuator attack on position error. (b) Actuator attack on velocity error.

Figure 7: Position and velocity error dynamics under actuator attack without controller.
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(a) Position error update. (b) Velocity error update.

Figure 8: Position and velocity error updates for each agent based on control law.
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(a) Position update in 2D plane. (b) Velocity update in 2D plane.

Figure 9: Position and velocity updates for each agent in 2D plane based on control law for different values of control gain.
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Figure 10: Time-series visualization of neural network weight updates for agent position and velocity.
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5. Conclusion

This research proposes a novel formation control method for second-order multi-agent systems with
unknown nonlinear dynamics that use leader-follower adaptive neural networks. In this approach, Neu-
ral networks are leveraged to estimate the unknown dynamic functions, facilitating the construction of a
resilient framework that effectively manages the uncertainties. Under typical circumstances, simulations
validate the adaptive NN formation control scheme’s efficacy, and Lyapunov stability analysis shows that
it achieves its goals. However, the resilience and stability of the adaptive NN control system may be
jeopardized by Sensor and Actuator assaults. Such attacks can potentially cause synchronization issues
or misleading data injections, which might impair performance or prevent control objectives from being
met. The main contribution is the design of a robust stability model that ensures resilience of the adaptive
NN control system under such adversarial conditions. By incorporating position and velocity gains (o
,0q) along with a robust gain (), the proposed adaptive control framework significantly enhances trajec-
tory tracking accuracy and maintains system stability despite the presence of sensor and actuator assaults.
Furthermore, this project will investigate artificial potential field (APF) method to enable cooperative con-
trol and coordination among agents for second-order nonlinear multi-agent systems using reinforcement
learning to develop an attack-resilient control framework, in contrast, the majority of earlier studies re-
lated to APF in multi-agent systems have concentrated on systems of the first order. Future work could
also focus on enhancing the resilience of the proposed control framework by incorporating time-delay ro-
bustness and event-triggered control. These directions will enhance applicability in real-world distributed
systems with limited sensing and dynamic network conditions.
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